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Motivation



The techniques under development in the field of ambient intelligence may soon lead to a society where people are
surrounded by intelligent objects capable of interacting in an unobtrusive and often invisible way. While many
applications of ambient intelligence benefit to the users, these new techniques also present enormous technical
challenges for privacy and security because of the huge amount of behavioral, personal and even biological data being
recorded and disseminated. 





Privacy is quite a complex issue though, especially in the context of ambient intelligence:







	
 - First the very definition of privacy is far from obvious since it is by essence subjective and based on a fuzzy notion of
boundary or &ldquo;private sphere&rdquo;. In particular, these boundaries are blurred in the ambient intelligence
landscape. Further, a user&rsquo;s expectations are not easy to define and they typically evolve as his familiarity with
the new technologies grows. Last but not least, the legal framework, which has to reflect the social expectations, needs
to be revisited to account for the new possibilities offered by the technology.

	
 - An ambient computing infrastructure is by nature heterogeneous and dynamic, with new nodes, of different natures
&ndash; and belonging to potentially unknown mistrusting users &ndash; connecting to the network and being able to
communicate in a spontaneous way.

	
 - Last but not least, the smart objects can be tiny, inexpensive, devices with limited resources (chips on clothes,
banknotes, etc.). It is thus difficult to rely on these to implement complex privacy policies.


	







The PRIAM project addresses these issues in a transversal and multidisciplinary way, favoring the exchange of ideas
between lawyers and experts from the information and communication technology.  
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